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A BHEska Qe maulo]E(Providen), AHo] T2 - L84 5
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o AN EA 3 AJZ(the purpose and character of the use)

Z2HE2] E A (the nature of the copyrighted work)

A2bE A T AR Fato] ARA|shE Yt A (the amount

and substantiality of the portion used in relation to the
copyrighted work as a whole)

o o2t ARgo] A APlA AEEe] 7 vR= I
(the effect of the use upon the potential market for or

value of the copyrighted work)47)48)

@ MAELE 2X|(The No Electronic Theft Act: NET Act)
ARo] oA te] BabEl ¥l - FAME el Faio]
AEAQ] ofg 2l WA o IS SV A5k vt
tiste] =W EARRSOA ARt BAke A8k gsteich
ol Tkl EYle 7|22 3 ZleAlt7E 7Nl wet
A2 FokE the AlatolAl vl = = A2l o] &
o MR, YIS AR A= tAE =X BAlER

47) vl= ARRE A7 A07 20 A= A1062 H A1062A 9] T o= B8k,
H]%(criticism), +=%(comment), ¥+2~ 2|38, $%(teaching): (WAlof|A] Th=29]
EARR o] 8-5= A9, 8H*(scholarship), A7 research) 51} -2 242 $13}
o] AAEE EAEOIV SREeZ AASEAL Eis 71E A1062 9 1062 AA]
TR 02 ALBELE A2 Easto] BYols S BoHe AL et
54 oflie,

48) FLfehe] B9 )3 ] S WoSoli Al AN A Y5tk
123l Fair dealing & EXH3H 7-¢-2 A|gkit}, 7urhe] A2 #4129, 120014
ou)% E WEo| B0 2 Fair dealingdh 242 AR S Hai5HA] okt 5}
A S22} 2E0] 9ol AZIAY, 319 7ol 5314, Bl Z=0) Aol ARk,
11 0] Qo] kRS FA|Slo]ofsltlal gt} Catherine Ng, “When Imitation
is Not the Sincerest Form of Flattery Fair Dealing and Fair Use for the Purpose
of Criticism in Canada and the United States”, 12 IPJ-CAN 193,195,
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17 U.S.C. §1203(b)(1) 1+l &JshH, Lgakate] A2 B
3 A2dlo] 93] H, w]aA= “DMCA Q] $-3]FA| 23S ¢ o]A)
RFSHA] ok shAL 9ks AAIsH ] flste] Riglo] ee#o
2hal gk el SAEEE WelE As 5T 4= Stk
o] UolrbA, W2 “9uto]] AR AL} AL 7iZ(remedial
modification) sFAW A|AsIRAL "8 4= Qle}. A[12032004] F
ek FARYRES g o] Ao ot AR WA oF=th 41203
ZE 25]8 o] Al £3](actual damage) @} A3 (statutory
damage) WLFO] vl S QIS 4= Ql=E sfaL Qlet 1203(0)(2) 9]
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= A2 R ATl 950} 7]40] B4 Ei Hop S lsh
S BAS) S18 AR B o Aehe S8lg ghHoR B 9]
o, FApe] ol el FolurhE ohEah A4S J5te] 37k wEA|
B a5k 7-$o]] THelTh el ARdle] 818 4= Qs WS )

Slate] AlLIAISHA a1 R

L. AERUA AR FAHISP) & oA 237}

DMCA 9] -85 A 232 A2HAEo| HAE s SolA vAE
= BAof| gt F7FA Q] HARS A9 4 IS skl vhst
o, o] } Al5123= AREAR] HF 3 9{(wrong doing) of Tzt Q1
U L Eavs o S L B = | ) o A A 12 D I Ll BV ot )
A 20| Ho 5 e 4= Q7] flsliAl= WA 7E A5 12200 A
THBIAL Q= " AHI A AR O] 240 ZE5-ofof qith. AfH|A A
AR THAE 221 -S4 I8t 5 ARARE Alelofl A AR
A=o] Aelst RS Hhe o2 W7 glo] H<(transmission) 5}
a1, vl (routing) SPAY E= AV Al5she AF S ZARI.
IE YA B AAEAL 2 EA 7ol &Jsto] DMCAOIA #74sh=
22 A7 Ao, JTE YA B 2A| S A=A O] AA & FLofrt7]
Slste] the 5 7R10) A2 a8 Frhe 2olol Fitk A,
512( 1) 9] 72 287 ffste] A UlAB]2AlF AR BHEA]
"DMCA 714& A&54 02 eHtel= 7FIAL = AR HaAE o
A 2 AR QS 8 stolof gtk o)L, EAlE s
ZA]7|%(standard technical measures)& 483}l o3t 7|&
off| ASEA| Q== shofof qhth= Ao,

512( 1 )@ F7ETARE S50 B YA H| Al S A=A
O AAS 2H5A| =W, IEY AU A28 o DMCA 742 $1st
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L Aa7k Aol lElekE ol digt e W 4 A Tk
1% 501 512(a)-2, *ALUAHIAA FA, " lo] £ - FHfs}
At S AL Fjato] £ - Pelehe AlLH EE YEYSE
Fot] ARE H(transmission) - Hi<5(routing) SFAY E= ©]
S 9% AU RS AT A0 Cl3t WS Witk o714 A
© 9] “Aul AgA 2pAlo] o ThE Afghe] A]4Jo] utekar
the direction of) - E}E AFEo] f-Cl(initiate) o) 2J5Fo]” Y3l 2l
78Rk oulgiey ar gk 512(b) 9 el W=, “Ft
2 A A=} Zﬂ%—lﬂ Alzdlolu YIEL] Tl Ald AARE
A A7RE S0 o ot QUEflA ] Al 52k 2 le Akt o
71M "R AHlA ASAE ofd e ARl 25t ARE=
Zrolofok gt 512(c)= A2HEL] a7 AE A H A A7}
A7 e - 2apIu 18 9isjo] e - sk 2w EE
Y=ol U AR E AR Aol et Ao R st
RS Halek Aol et A Azt oleiek 3 ey
AUIAABAE A5k A0S Holieks AL QA1) gl
ofok 511, 512()3)0] SlAak sl Fgol AIEIES 2l =
ST RS AlLHfA A Ao BT

R 512(2) WA (0)olM 1#45k= ] Algte] SlizoiA, o]
O] 22 UHUAH|2AZAS A T FS v A E A
e IS 501 512(d) =, AEUAHIEAITA " Helish= A
& B A B9 ZASRE 2ol RS Yn e
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i

ot HIEQA S e ARSARECIAl A2t B vl ¥
& AeolA drgslal ofof R At 49 o= 7] 4
oLt g0 thE ARl AAde AsfistaiAl 7 dol A Alget
Efdllof] sto] TRt 574 Esfol] tigt 71ke] 2le ARt
o} 512(g)+= "A1AH Hsfjet Tristo] axgo] Al71E A%, Qe
AHIZAEAR Al s o] A7 Apmof o] e 54
SHAH, A= APt T =402 A2HEE HslielleA o F

£ 2] ok QS WshE S Ak ol

e

ok

(2) B3t MzHH HS 2HE LS

)= Aol A= 2005 4ol “7H et 9 A& (Family
Entertainment and Copyright Act of 2005('FECA”"))" & A A5k
o}, & HES AR 512t glol, dshtollA, @kt 71 212 Al
H7E NEE B, A AS BHOR %8 kab|2 AL
AL, ARS Alshe 9IS A8k Qlok $HE Alofl= 29
o] Z- 2|31 31, AR 2] 7-9- 2aL 6 9] A 7 o] Fupert. E3E,
JsiaielA] 71718 25 B9l o WAl ZAZ e
HrH18 U.S.C. § 2319B(a)). 4

49) § 2319B. Unauthorized recording of Motion pictures in a Motion picture
exhibition facility (a) Offense.— Any person who, without the authorization
of the copyright owner, knowingly uses or attempts to use an audiovisual
recording device to transmit or make a copy of a motion picture or other
audiovisual work protected under title 17, or any part thereof, from a
performance of such work in a motion picture exhibition facility, shall— (1)
be imprisoned for not more than 3 years, fined under this title, or both; or (2)
if the offense is a second or subsequent offense, be imprisoned for no more
than 6 years, fined under this title, or both,

The possession by a person of an audiovisual recording device in a motion
picture exhibition facility may be considered as evidence in any proceeding to
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ul=re] ZF FHE EES SIS 23 SAA SR AFgstaL
A5 20079 74 WAYol dilEe] FeiolA dojd Al
oA, ot ERAEH S Fie} Fhe =51t 194]9] 4]
of A==t =8F AIRR2 =3 2020 S, A2 A2 A
o 7HA AL Eop7h Eg oAl ol aL shlvkal AR 9
Shke Aol o] ARdE S o] o182 v of ol w)
2k 231 14 olake] Ao Ei=2,5002] 2] kol A2 7540

QUGIAIYLD A= 71kele] Wgo] Supegick. 52

"

(1) 0|2 P2P &3 AFZA(Grokster AF2)
Grokster AF12] A14)-& 2] o} AR Y53 il

Rt}
Y Ao Lol AL, FFA4E YT Lol U}, a2 Al

determine whether that person committed an offense under this subsection,
but shall not, by itself, be sufficient to support a conviction of that person for
such offense,

50) H=-1 2=z,

51) Va, Code Ann, § 18.2-187.2

52) http://torrentfreak. com/teen-arrested-for-recording-20-second-movie-clip/
=,

53) A Hofxl= "ol 8AE 2] A= FEEH AUARE, 91 52 e =
Y 7k MALS sk Sl kA QdTt whebA] g B x2HE Ao
AR = Qlek 12U P2P 9 57 7] o] fate] A2kEe Aslist] flsiAl A
88 % ik s ol gk 2, 7]e] Falel 212)e A 2 glrh]ei2e i),
18] aL 23] tisiAl+, Napster APATR= 22, AlEo] o8&l A vzl Fof
A7) sl BE 9L 5ol A= TEste sES 7L e A e 5

© S| etk T 4 gl ol 8AREY AEARES] ERE EojoF Tt
£ 202 5to] Y-S T 4= JITH 1A 5" 1L SPaA] 7112 Q) & o 9]
A A ). AEA| O = sto]He| = P2pRia|o] obd $eF P2PRY
A AA stollAle PPAn]2AlE ALY -7 FHEA] Geths Aol
Metro-Goldwyn-Mayer Studios, Inc. v, Grokster, Ltd, 259 F.Supp. 2d 1029
(April 25, 2003).
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AL Moot o189 24T BH 02 ofwl F(a device) B
ARgakE 320l efet Aol A3 Wslol chatel Aglo] ek’
1RO 2 AR 42 So 29I, ol AT
o] ezl
1 719] e A B2 o) HAHS A USR ATt Aol
i3t AHelL Askete 24 7|4 & Al(innovation)& £X1
A W SR Zolth, Teistolok o A LE} sfol,
T}itg) Ho) ATEolE AR o RM,

0z ot
SRE0) 22 Az, Hadol thal 1HE A Hakeicha she
teofte M5 elo] glek. B FHET Gl AlE] WohE ¥
8b7] 18 MBI Gl A9, BE 3] Halko] thated

BEEE 23] 1 LS AN OR YA AL BRsT
Aolct, i, §Usk AAA e AE) ujzRjol 7] 7]o]

el E= w9 el ofek 22H] S sk Aotk 7]
= 24 A 1192 Ao AL Gasks Ao|| 5k Ao|1
ARrst] SsiA d=IE AASHA &

A3 Wl oo Qi Aol AREEL A M)

4
4o
N
:?g
Ir
N
ol
[rt
2,
A
rlr

54) Metro-Goldwyn-Mayer Studios Inc, v, Grokster, Ltd. 125 S.Ct, 2764 U.S. Jun
27,2005, o] vl MEZFE-L o] AL Sony AR 0] Ale] A2t
H A 71 5231 Z(the biggest copyright case) ©]2tal 211 1t} David G,
Savage, The Net Effect - High Court Enters the Digital Age with Cases on
File-Sharing, Cable Competition, 91-MAR A B.A. J. 18(March, 2005)
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of| TafAl S A= Aol sz EelstAl= sk A &
t}.55 22 o]k 2214 Y22 o] §izof o3 whrys)

a1 F5] =] Qlrk 50

o] A Sony AR5 2214 Hafjo] tigh 2ol SAISH| 429
HiZ 2 HE o7 4= Qlrh= g0l Al Qi o] AbdolA A2k
A= HIY L7 E HE|(VCR) O] 274 AREC R HEE=
L2 IS 5318 7 9o WAsk= 7)o el S FBHHA,
VCRE] A2 YAR] SonyARS A &2 425 A 7|8F3iE) VCRE] =8
3t ARE-L- ‘time-shifting, & L2 13- &35t 5 A A A| 7t
AZgsl= Aottt e o5 3% ] sl Akgolekal st
At 8 ATk} Sony AL A2 HallE o8 =3ksl|E
SEA IR 201 =3t RE o]olS FHiAl 2= A52Q] 39]
£ oItz S7= EAEHA] Qi) of2|gh AR Al vlj 2
£ B3t 7]o] SRS v o2 gt Aol ko0 o ¢ “VCR

55) Sony, 464 U. S., at 434

56) ¢l& E°1, id, at 486,

57) ¥3(F)AFa12l) Universal City Studios, Inc, W Walt Disney Productions-2 TV
L2 O AAEE 7R Ape]an, 7 a(Aare) Sony ARs HIEFHA(Betamax) W]
9] 7148 VIR(Video Tape Recorder) &] Az 9 Thufjsl= z}o|c}, o] VIRS] F
7158 VIRGIO] TV Tuner & Y10 o 82150] A%-8 AHsPEALE the
B ol 84 AUE S 4] 512t 4= 9L, Eolo] 71558 olgslo] avlAiE

o o] B AEE 48] o} 82} AHAlo] Zlol STiehe Usks 21

34 ek 1 Solek. ofiat Aol tsto], i VIRE ket A5o] At
AZAE 7= TVolA U EE AREE P g 5335t0] BEAl 8-S st
QO EZ VIRS A2 Toligh 931 SonyAbs ARHAEAID sfo A9dS et
stofof githal SshA A Esfull it SAF-E 7t AR1o|tKSony Corp. Of
America. v, Universal City Studios, Inc., 464 U.S. 417(1984)).

58) 464 U, S., at 423-424.

59) Id., at 438,

60) Id., at 439,
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Ao mtw AR 4= Qs F50] vl Y9E WAL, AU
o} Sk 7 O] o= Akt Ao}, ZExiof| thal], Aot
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Sony ARl Sony A7 RS i Sh= =9 SA7EAR
= 745, shaddo] olupbA FAlskEal @R A2 oyt 17
3 FHH(Common law) &2 HE 1}o= M4 ZQ)(fault-based
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61) Id., at 442,
62) 464 U, S., at 439.
63) Kalem Co. v. Harper Brothers, 222 U. S, 55, 62-63.
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ol w2} ol Hsfoll 7]o13< 011011 59 Hshe ¢ar, 1 A
Hoj| Z s} He a3t WA

of gl A Sislehs Al %
B 1 A1 9 WAE I ARG o] B ATES ol o8 7ks
3 TS WS fAlSHe S NS ASSITL R ATt g
g, A AT E Y02l StreamCast+= B[54} Gnutella E}9] Q] 4
E9)519} Grokster®] HZJ8HEl %5 0] Kazaa B1)9] U]E
o= S F=50] B FAEL A Fodey AAl, A
StreamCast % Grokster+= 55 IL}?—__I% Teshar QA et B4
aszEgo] EA So| o] 22 Hafsle] 150] TSk RE
el AR S, 75 B o] 84 o) Er 29
ok =7} Q171 wizol] ‘At ick
© A& kA e, %E’LLH d84]) 7]ofo] tisted, Grokster
StreamCast= ‘ThS{next) 2] iET7} QE:} Bl U2A| = HEX|
B, B 11 9) 2P 7l OB T AR T AR T
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64) 380 F. 3d 1154, T4 up7|kal, Higslict
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A HoE e got Fk Aol el AZEo] Aol
UET Weoh 5 7P O A ARSI G A
o BAL Ak, £ 2EERo] HEATA FET VLot
212 Q1gaka glA) p7] Wl AREA) eeck wskgit, 1
P P o GG 714 o] S S
A3 317} 741 1= o)) whel), @gi w2 shEof 9]
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65) “The direction of Art, 1 is that Congress shall have the power to promote the
progress of science and the useful arts, When, as here, the Constitution is
permissive, the sign of how far Congress has chosen to go can come only from
Congress.” 464 U.S. at 456 (quoting Deepsouth Packing Co. v. Laitram Corp. ,
406 U.S. 518, 530 (1972)).
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(@) CIXIZ 2 2rlo| 24T A
NETH3} DMCAL, TA|el 2HE0] Q=5 tAe i 5
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ylo] AR AL B $Iske] 027t AR Rolglh, &
Ao R NETHIH DMCARS: ol2fat 248 gs}ro] S

Sh= % 7] 2 gleh AlolA Babels vl - Ay Aol 2

2 JestA +7gsh= Aol offth= Ae & d9sf =k A=, o
Ad Gk BAl= sfldstoiof & wpA|Ql Aot o] & fialiA
FotrE0] A2HER, NETH], DMCA 9| f7g o] whe} ulle=2- 45t
L 0] o)) ke UAE B A S sk gaE9l
&7|(underlying motivations) of] Z24-& gks=0jo} & Zo|t},
QBRI DR SkIe] oA B BAlE 1Y
QLo st T ololo] ot Alefo] ud 441 el
olEr}, 7)o SUHIRIL, VizElel e Tlowlo] el B
FUIERA tiete] 252 Al7Ighe 2 yAd B4 A4S 8
Astarrt sl e 2ol SofA= SHHle] & BAIE
7] ffste] ksk= 2go] vlof-F-ujof o 3 UIESHTY]
AL QAR EWF o SofS R Eshe UEYA
O] ARgANAIR o] 33T olE 501 2003\ 9, vl=5HH
HS|(RIAA: the Recording Industry Association of America)+ T

A Zete] & Al digh 59 A =2 ¢ U= A=
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QITkL et AJZA 9 sl Elo] 714 AR Bkl Big
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66) John Barland, RIAA Lawsuit Yields Mixed Results, CNET News, com, Dec, 4,
2003, at http://news, com, com/RIAA+lawsuits+yeild+mixed+results/2100-10
27_3-5113188 . html,
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Kazaa 2 o} 85+ AR8}9] 2= 20039 1090] AIA| 231 54
&AL 4271 5 049 B 7R S7FSFIThAL Bt 67)

RIAAZ} A48t Aol wjol-F-ujo] HESRAS o] 8dh= HA|
O 7 RS R Eshe A2 vt dE e
& 705l l=A17E B ERt Hh, SRkl o] 7H 2o A2l
(public relations disaster) 1} Z+Qkch,
RIAAE 24| 2159 7113 E o] thezEstr] 915to] Al
gt A 02 Hol="H59] ofut 7| 2s}o] A4t 7iQlE A7gst
At A& 501, RIAAZ} A|l43t 2|22 2617 Foll= 12442] 4
7h 39t o] AT Sl e = Sl Abjo] ofHolEE Al
a5tk 2412 dut ti5o] S-S Eulded 7t /il
05419] T UE Al4gt 2 0= 1510 RIAAE= HL: oPES =07
e}, wARR AR siet g4 gt & 22717 | Dy, of
L =2 Ao g JA7F 19 9] tiiie FEY $ RIAAZE IS
Al Zlolekal FAE & wi7hA] lof-F-ulof uhd F-fof
A|Ao] A9 gllehal 43Tk RIAA+=, o] U7} Kazaa s &
5101 2,0007) o] T8 T2 Etek AL o142
2 2619¢] )30 TEAZCE. chgol that 71olul ) ZHel
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67) id.
68) 12-Year-Old Settles Music Swap Lawsuit, CNN,com, Feb, 18, 2004, http://ww
w.cnn, com/2003/TECH/internet/09/09/music, swap. settlement/
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oltt. 1 FAlol= A ASHIE7E ¢ A]8kaL 9let. CNC((Le Centre
national du cinéma et de l'image animée)+= Q3= FAF ALY B
of ZA|e] HES AP RE A8/ wEsial, G AR ok 7N
ARke] AlE 28R 2 717l

g o5} PRl 20 WEZE 9ok 9 4 Aol Vet e
(Code du cinéma et de l'image animée), AR S} Al5]of| ¢lo]A] 2]
AZEEo 23t WHE(Loi sur le Droit d Auteuret des Droits Voisins
dans la Socit de I'Information: DADVSI), QIE|YIA} AZHE B
A3 Y B S5 QI8 H(Loi n"2009-669 du 12 juin 2009 favorisant

la diffusion et la protection de la création sur internet: HADOPI)

O B4 v clettd] 2o 2e 9t 71e 274, ME,
[e)

A B ARS]ol] Rt obu 2, al,, =L A Sl o ITH( Y

69) Version consolidée au 1 janvier 2010,

70) The principal missions of the CNC are : 1) regulatory, support for the film,
broadcast, video, multimedia and technical industries, 2) promotion of film
and television for distribution to all audiences, 3) preservation and

development of the film heritage
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(2) Hst M= BS B 2

[El

@ Z2tA NAMEAH(DADVSI) )

TAg Alte] Eefjo] uko] U A WIPO AZHg ok o
Yo Aesle AL BAog 20014 5¢Y 22¢ T HALS| 9
Ao1A o] A2 Bl A H o] ARt S| Zolof| Rt -1 23]
dl FUO|ALS] Q] AA1E(S-E AR} ALS] XH)72) 2 AT EU

71) Loi sur le Droit d’Auteuret des Droits Voisins dans la Socit de I'Information
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3, 58 AR} AFS] A= (European Union Copyright Directive :
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« 2006/6/22 : 5} - A2l S5t 2|2l5| 'DRMO| Ats 22 (Interoperability),
of 2H5t alplo= 0| Ao| HIME 79| FA|

|
+ 2006/6/30 : o}
« 2006/7/27 . &H
+ 2006/8/4  :H AlE

72) La directive du 22 mai 2001 sur I'harmonisation de certains du droit d'auteur

et des droits voisins dans la societe de I'information
73) 7% W2 2000 349 21€0] 206t 193 0.2 o1 STt
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1}, DADVSIH 9] &
DADVSIH-2 QIE{Yl P2PE FallA] Zeto|u H|T 2.5 BAsH=

2 TRk 9 79 23S TSt o,

PP Wl T4

kA A YA (Code de la proprit intellectuelle) 1335-2
2FL335-5+= HejAke] of= §iA| Alhas $3she Aslell, #3213
Yio] ol - 307 o] WS 23 5} ek, p2p kel T4}
AR EAlo sid = Ad7Il st B olEo] UMAIT,
DADVSIY 14%9] 20| 4%= P2P Y EQ AR AREE the2Es}
£ A8 WA AP BAlze Aol ol Ak B4 g

o] AAEE ol 01§ 7Rs SH Anko 2w APHEAo] 3

DRM £-3]9] =35}

DADVSIH 9] 132, 145 DRMO|| ¥ =)= g o]l thf3h 3

= g5kl Itk gAA] ole]ef Rl or 1102 DRM 7|& 4
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74) Tribunal de commerce de Paris 8¢me chambre Jugement du 20 février 2008

Flach Film et autres / Google France, Google Inc
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DADVSIH-& DRME2] 7|42 23 22](Al7 0] A0] 74 9]
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83 7|E3 AE, 22e HAR ke PARIA Alel
of gttt o|A2, AZEY o sR=go] wo]#]7E DRMZ
HEE Q= ool 9o AlgAtel, 1 sof Fd2 A
ARe] Al"lo 2 AN Ts37 S Belsl] flsiA DRM 4
HE 858+ Qe Aotk

(b DRM | A= Aprlo] £ZEQo)of LAT L0} 7w 2|
29| F37F DRME| 3} a8/l Haet wsis ol
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3 o], YT ARTANA] that 717t B R
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A9 WA RAHastreinte) & A1, BB EE U0] AL

0. CIXIE oMol [LHR| XMZkAy 103



W o) R 24 BE AR E2G A B4
Aol Hsk] 87EE 2243 DRMY QA 2 Eg

A= HA] Al A A F E=rsfior & qfeo] iAEooF

104 CIX|E oMol st MAE Eo

M
Ho
o
It
0
L2
2
-+



7} =178
E3} ZopollA txd HEIE B3l Zo2d2E &4 ol
vyl

r—{o
U (e}
r]I
2
13
)
18
il
e
rr
>,
f%
L
\
>;h
a3
1
=2
i
A
)
X
X
N
N
N
o
=2

A L
AahACh A o]l Wste] FaFe 0] AlAstt 4%
2]+ Bela] ohRlo] n] X RS o= B BAE] gl
S mepno] P AQ) CheR s AR WS Aeks 7H 2 4
sladi 2gaka olek. wEAHel tlxE o), dshul A%z
5221349 o) 50 B2 2|21 ofR|CDLDVD 5)] vjZale] 1]

WEH TR A=l val] FAl A2 ol BlEAA ] a4
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SHANF AL 797} 2 Y Aot}

=Y A= ot 2 S 719(ES] o] 51 AR A
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75) Loi n"2009-669 du 12 juin 2009 favorisant la diffusion et la protection de la

création sur internet
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BV AAkE B
A5t B $E QI8 115 7] (Haute Autoritpour la Diffusion des
OFuvres et la Protection des droits sur Internet)’ 2] 2Foj76)o|t},

T HE AlZ2FA]|(Sarcozy) A AJE 20074 114 23 2}
2 7o oL, 5P, S0k 935 W TVAIIA S ) S} A
“Denis Olivennes B4 o] 2743t 210l o] gHe]Aoli QlEl]
Ao s 2] 9 2 el B0l WIS o Bag BE 4
€S TSI 9131, HADOPIS 26 59 9 7late] 4 27
of QYo M o] &8 A 3--Akoll tigt F-ast th-e= flste,
5, HeAL, 1P o] A7 E AL fdsfjor o H Y o) F-E agtelar
ULt

HADOPT HQE2- o] gFexjof ot A7 o] gho] Alto] =g}
Aot} Al IR ARe T ‘ﬂOHHADOPI) = o3]of| Al=sto,
2009 5 12 sHlof|A 7HAE 5, 5 13U )| & Fsted,
el Mg A - olgollch

76) g2 2 High Authority of Diffusion of the Art Works and Protection of Rights
on the Internet & & ¥7|=c}
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77) Z&k Y AA(France Conseil-Constitutionnel) 10, juin, 2009-Déision n’
2009-580 DC. http://www.conseil-constitutionnel. fr/conseil-constitutionnel/
root/bank/download/cc-2009580dc, pdf
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ffslA] ok27t sz -7 AR, 20099 109 22 ZfA
2 427 bl disiA] fhdolatar shdstglct. 78
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HADOPI®| 58 522, A2E F1l HEYHIAM S 2=
Ho, A2kl AR B o AR 7] digk HUEE 17
a1 7led] Hoxa] g HEE ool digh el 53], &9
dol= fldels aA 5T A2yl o] Aol st
AL Farsyd el Halshe -4, Faniddol ARt A
o o] A2, AR L] AT AN AL 71 ot
giuol Ame 919, ol ¥ dle A2kE e Aol AT
T Aol A7|SA, AnR Bl el Aee] e
ol g 4782 fleE FIste] F 9T YYo= dE.

LEp 214 AR L. 336-32 1700141, B5-9] 2211 AF Y]

O

78) France Conseil-Constitutionnel, 22 octobre 2009 -Déision n° 2009-590 DC,
http://www.conseil-constitutionnel. fr/conseil-constitutionnel/root/bank/d
ownload/cc-2009590dc. pdf
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At itk

AZHAAE 9l 1 i Rle] ot Aol #sto], HADOPI= 4%l
oRA o] ANHA A A Hsfioll WASh= IPFAE FE5L,
1 g Spof| WYL Hith ISP S ¥l HNAS 2ALS]o],
S A0 Al A,

1%, AR 21t Qloll SfsiA, WAL Zsfiofl thigt 2
Aol AUME 75, ISP Ei= HADOPI=, AIHA =R E 6711 o]
of A2AR Yottt AzdAl A= ATeA} AR R}
Y= SHETh

28l AR a7 Al = 73 1SP S-2- HADOPI= 13
ool g 5 FHe Bl ARTA DAE Lolit) ISP=
2ot 27 e 2 197L s 412 Ul ANAE SA S
T ek

7P BRAR-$] ¥ 3l(Commission Nationale de I'Informatique
et des Libert) ©] A BA+H(Loi informatique et libertes) A|183%
o} HADOPIO] ofgh A7 A4 AR W] ofat AS3)

L331-128-21335-23%) & WallohR] Q=ctal 3t}

Fag-2 oh3at gt

F7| S Az o] B oo sk = o tisle], Aol oA
2 AABEAL, AR Ee= = 3]2] Y]] o3-S 48 4= Stk (A

33114%79) - AR3115%)
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ol-8= 7FssHl sk 71 B4ke S5 7 71l Aidde Al

& 712 53], wHISHIE Y 7|2 A" (direction du
multimedia et des industries techniques)80) 1} HAA|5}o], s} 2}
Fo & AlFe] s S1sk7] flsto], THA ZE AJH|
kS nhskal O]‘:}. THISAE O] 7|4 22" YRk o
2 e s HAASS T3 Y=
skl Qlck F=a%t =, Q}‘:]X]E' 7|2 7, FEl= A 7|
= AlE, M= 228 3 = =g 7] Al solth E=3L
Pt A 2 A2 v S v e (S5, Al

H|A Y= (service de I'exploitation) I} 35 4=345}aL AT},

F

80) Elle a une triple mission :

—elle accompagne les mutations de l'audiovisuel et du cinema liees au
developpement des technologies numeriques

— elle apporte des aides aux contenus culturels multimedias destines a tous
les supports numeriques, DVD, Internet, consoles de jeux, telephones
mobiles

— elle assure une veille sur I'emergence des nouveaux usages culturels lies
aux nouvelles technologies

— Elle gere six mecanismes de soutien aux differents acteurs de ces secteurs,
au travers de trois services: service des industries techniques et de
l'innovation, service du jeu video et de la creation numerique, service de la

video
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81) Etnews, 2010.3.31 &} F+2 =2, hitp://www. etnews. co. kr/news/detail. html?i
d=201003300145.
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6) Exclusive right to acquire a work for a set period of time.

7) Contract used by producers to acquire screenplays by writers : X&|H2] 5-2]=
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(1) All exhibition, distribution, broadcast or transmission of the Picture by
means of On Line services and technology shall be in encrypted form;

(11) Decryption can only be achieved by means of a device made available to
viewer by Distributor to download the Picture for private viewing after
viewer has paid Distributor for the right to view the Picture in such
manner;

(iii) Distributor will have at its disposal the means to determine the country of
origin of the viewer requesting the downloading of the Pictures;

(iv) Viewers outside the Territory will not be able to download the Picture;
(v) It will not be possible for the viewer to reroute or retransmit the Picture by
any means to other viewers, whether inside or outside the Territory;

(vi) The viewer will not be able to see the Picture more than once or to view
it at a specific time; and

(vil) The exploitation of the On Line Rights shall be in accordance with the Laws
of the countries of the Territory and the Laws of the European Union,
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2zalel Azl #HE[Online rights provision(Standard Form)]
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9) Motion Picture Forms(Distribution agreement), Entertainment Law 3d : Legal
Concepts and Business Practices Appendix A-74(http://Westlaw.com)
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10) http://www.mpaa.org/AboutUsMembers. asp.
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11) Organizations can take technical precautions to reduce the risk of unauthorized
copying of copyrighted material. These include: Firewall configuration(Your
corporate Internet firewall can be configured to screen out infringing files and
illicit services), Port scanning(Software is available that detects attempts to use
a peer-to-peer file transfer service), Virus protection(Up-to-date anti-virus
software can screen out rogue files such as viruses and spyware), and so on.

A corporate policy guide to copyright use and security on the internet,
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STATE STATUTE CITATION DATE PENALTY
=) ES7EY ENACTED (%)
T T HE, (A@%') =27
The first offense is a class A
misdemeanor, punishable by up to one
Alabama May 8,  yearinjail and a $2,000 fine, or both,
2008 : Subsequent offenses are class C
felonies, punishable by up to ten years
in jail and a $5,000 fine, or both,
Class 1 Misdemeanor,
Arizona Arizona Revised April 7, Maximum six month imprisonment; fine
Statutes: § 13-3723 2004 i of not more than two thousand five
hundred dollars; or both,
n April 15, Class A Misdemeanor: One year in jail,
Arkansas §6-36-122 2005 $1000 fine, or both,
Cal Pen Code: § 653z M|sdemeanor offense ‘
T October  Imprisonment not exceeding one year
California Theater Owners ! )
o 2,2008 : and/or fine not exceeding two thousand
Immunity: § 4905 !
five hundred dollars
May 21 Class 1 Misdemeanor with minimum of
Colorado CRA § 18-4-516 2go 4 * 1 6mos of jail and $500 fine and
maximum of 18 months and $5000 fine
June 3 Class B misdemeanor:
Connecticut Public Act 04-187 * Maximum six months in prison, $1,000
2004 X
fine, or both,
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S{i)TE STATL(JLEHSJIET)ATION ENACTED PE(EQT)TY
T T HE (AlsoH %) 2=
June 28 Extraordinary misdemeanor with a

Delaware SB 321 206 * i maximum penalty of up to one year in jail
and a fine of up to $50,000,

District of D.C. Code: § October | Imprisonment for not more than 90 days

Columbia 22-3214,02 31,1995  and/or fine not more than $300
First offense: First Degree Misdemeanor
[maximum penalty of one year in jail and
) ) June 24, a $1,000 fing]

Florida Fia. Stat: § 540.12 2004 i Second offense: Third Degree Felony
[maximum penalty of five years in jail and
a $25,000 fin]

First offense: Misdemeanor
[imprisonment for up to one year in jail,
. 1A May 17, | $1,000 fine or both]

Georgia 0CGA.:§ 16862 2004 | Second offense: Felony [imprisonment
for more than one year; $100,000 fine or
both]

Hawaii Revised
Statutes (HRS):
Hawail Chapter 708 May 18, i Misdemeanor with 1 year in jail, $2000
Definitions/ penalty 2005 i fine or both,
§ 663-2 Detention/
immunity
) April 1, i Class A Misdemeanor: One year in jail,
\daho § 186901 2005 $1000 fine or both,
- ) July 24, Class 4 Felony with up to 3 years in jail
linois 720 ILCS 5/21-10 2004 and $25,000 fine
ndiana Indiana Code May 3,  Class B Misdemeanor: 180 days in jail,
35-33-6-1 2005 $1000 fine or both,
First offense: Class A misdemeanor
) [imprisonment for up to one year in jail, a
Kansas KSA ;S—égbj d?s?;ntion/ April 12, 2,500 fine, or both]
mmunit 2004 Second offense: Level 9 felony [up to a
y $100,000 fine, five to 17 months in jail,
or both,
Two-tiered misdemeanor/ felony and
The first offense up to six months in
. . August : prison and up to a $500 fine, or both, A
Louisiana RS.14:2239 15,2005, | second or subsequent offense is a

felony; up to five years in prison and up
to a fine of $5,000, or both,
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S}AJE STATL(JJT(EHEJIET)ATION ENACTED PE(L\‘élT)TY
T T HE, (AlsoHOEI) =27
May 24,
2005
17 MRSA §3521— Effective
Detention mid-Sept
Maine 1;@??55%6;3 ember : Class D Misdemeanor: 1 year in prison,
o 2005 i $2000 fine or both,
provision dependin
17-A MRSA, Sub-§ 5D
Penalty gon thfg
session’s
end date
L First Violation: misdemeanor
7—,2([))80?2: g?elrLg\\lAV/rfer [imprisonment not to exceed one year or
Manyland Immuhity: MD Courts April 27, afine not exceeding $2500 or both]
and Judicial 2004 | Second Violation: misdemeanor
Proceedings §5-402 [imprisonment not to exceed three years
or a fine not exceeding $10,000 or both]
First offense: fine of up to $100,000 may
r,\l10g e;)%i be imposed, and/or maximum
Massachusetts | Chapter 266, § 143 | Effective gzgi%n;ifsg(ﬁgj:fﬁ%;‘g’%g’ears‘
fgb;%%ré $250,000 and/or maximum of five years
' in prison,
Decembe First oﬁense: fine Qf up to $10,000
(15, 2004 and/or maximum imprisonment of one
MCL 750 465a [Imrynumty year,
MCL 777 16w (penalty statute Second offense: felony punishable by
Michigan classification) i up to two years in prison and/or a fine of
MCL6002917a P& n'”g up to $20,000
(Immunity) Gov%rnor’ Third and subsequent offenses: felony
s des punishable by up to four years prison,
and/or fine up to $40,000.
3-tiered penalty
1-st Offense misdemeanor with a
June 3, | Penalty of up to $1,000 fine or 6 months
Minnesota statute 2005 {injail OR BOTH
Minnesota section 609,896 / Takes i 2-nd Offense gross misdemeanor
Section 629,366 effect  Penalty up to a fine of $3,000 and up to
detention August 1, i 1 year in jail OR BOTH
2005 i 3rd or subsequent offense it is a felony
UP TO A FINE OF $4,000 OR up to 2
years in prison OR BOTH
Mississippi Mazrggg 4 Up to 6 months jail, $1000 fine or both,
168 CIXIE 2tAolMel A5t M2t 255 ¢fat Y - HH o
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SIQ_)TE STATL#;EH?IET;\TDN EN A_CTED PE(Ei'T)TY
- (g =
Class A Misdemeanor with up to 1 year
Juv 13 in jail and $1000 fine on first offense and
Missouri § 578,500 2505 * Class D Felony with up to 4 years in jail
and $5000 fine on second and
subsequent offenses,
2-tiered penalty 1st Offense,
Nevada Revised Misdemeanor- up to 6 months in prison
Nevada Statutes Chapter 205/ i October : or $1,000 fine or both, Category D
NRS 193,130 penalty | 1, 2005  Felony for second or subsequent
section offense - 1 to 4 years prison and a
possible $5,000 fine,
First offense: fine up to $25,000, and/or
maximum imprisonment not to exceed
18 months,
Septemb | Second offense: maximum fine of
New Jersey NJS 2C:21-21 er10, | $50,000 and/or three to five years in
2004 prison,
Third and subsequent offense: fine up to
$100,000 and/or between three and five
years in prison,
The first offense provides for up to one
Chapter 70 Laws of year in prison and up to a $1,200 fine, or
New Hampshire 200 January 1, both, A second or subsequent offense
RSA627:8-a Detention ; - 2006 provibles for up to seven years in prison
RSA 644:19 Penalty and up to a fine of $4,000, or both
. . July 1, i Misdemeanor with up to 1 year in jail
New Mexico | 2006 House Bill 577 2006 andor $10.000 fine
Class A Misdemeanor with up to 1 year
NYCLS Penal § 275,32 injail and $1,000 fine on frst offense and
Theater Owner Decembe . o
New York o Class E Felony with up to 4 years in jail
Immunity: NY CLS Gen © r, 2008 .
and $5,000 fine on second and
Bus § 218
subsequent offenses,
) §10-703
NY,C Tlt,le 100f . First Offense: Misdemeanor with up to 6
Administrative Code in o )
' July 1st i months in jail and/or fine between 1,000
New York City Chapter 7
2007  :and 5,000 dollars,
§10-701 )
§10-702 Second Offense: Less than one year
and/or fine of 5,000-10,000 dollars,
First Offense: Misdemeanor with up to
) . y August 45 days in jail/discretionary fine
North Carolina | Sassion Law 2005-301 22,2005 | Second Offense: Up to 6 months in

jail/discretionary fine
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SI;AJE STATL?JT(EHEJIET)ATION ENACTED PE(I;I{C\:IT)TY
T T HE, (AlsoHOEI) =27
First offense: Misdemeanor of First
ORC § 291307 Degree [prison term of not more than
Theater Owner Decermbe 180 days and/or fine of not more than
Ohio Immunity: ORC § 19,2003 $1000]
2935,041(D) - ’ Subsequent offense: Felony of the Fifth
2935.041(G) Degree [prison term of 6-12 months
and/or a fine of not more than $2,500]
April 19, | Uptoayearinjal, afine of not more than
Oklahoma 21 Okl St, § 1741 2004 $10,000, or both
July 7, Misdemeanor with six months in prison,
Oregon Chapter 459 2005 $2500 fine or both,
First offense: Misdemeanor of the first
degree [imprisonment not more than 5
years and/or fine of not more than
Pennsylvania ;| 18 PaCS, § 41161 1994 $10,000]
Subsequent offense: Felony of the third
degree [imprisonment not more than 7
years; fine of not more then $15,000]
Violation of the anti-camcording
provision, 197-A, is a 3rd degree felony
with potential jail time of 3 years and one
Law Number 149 (new Juv 19 day to 8 years,
Puerto Rico | Penal Code of 2004) §s 2506 " i Violation of the true name and address
197-Aand 197-B provision, 197-B, is a 4th degree felony
with potential jail time of 6 months and
one day to 3 years or a $5000 fine or
both,
General Laws Title 11
Chapter 65 definitions ' . L
Rhode Island 11-66-1/ penalty July 6, MlsdemeanorW|th one year in jail/$1000
. X 2005 :fine or both
11-65-2/ immunity
11-65-3
First offense provides for up to one year
in prison and a $5,000 fine, or both,
May 23 Second offense is up to two years in
South Carolina §16-11-911 Y <o, prison and a $10,000 fine, or both, Third
2005 )
and subsequent offenses provide for up
to three years in prison and a $15, 000
fine, or both,
Class A misdemeanor
April 5, i Imprisonment not to exceed 11 months
Tennessee TCA 59-14-158 2004 29 days; fine not to exceed $2,500, or
both
170 CIXIE 2tEolMel A5t M2t 255 fat Y - F3 o
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DATE
ENACTED
(e

PENALTY

(%)

Texas

§ 35,935 of Business
&Commerce Code

May 13,
2005

First Offense: Class A Misdemeanor
with penalty of $4000 fine, a year in jail or
both,

Second Offense: State Jail Felony with
penalty of 180 days to 2 years in jail,
$10,000 fine or both,

Third Offense: Third Degree Felony with
jail from 2-10 years, fine up to $10,000
or both,

Utah

§ 13-10b-101, Utah
Code Annotated 1953

March 14,
2007

First Offense: Class A Misdemeanor-Up
to one year in jail, $2,500 fine or both,
Second Offense: Third Degree
Felony-up to five years in jail, $5,000 fine
or both

Virginia

Va, Code Ann, §
18,2-1872

April 5,
2004

Class 1 misdemeanor
Up to one year in jail, a $2,500 fine, or
both

West Virginia

§61-3-58

April 6
2005

Three Tiered Penalty based on intent (to
be amended next session)

1st Penalty: 1-10 years in prison and
$500-1000 fine if done with intent to
distribute for pecuniary gain

2nd Penalty: 1- 3 years in prison and
$100-500 fine if done with intent to
distribute

3rd Penalty: fine of $100 if done without
intent to distribute and not for pecuniary
gain,

Wisconsin

Wis, Stat, § 943.49

1999

First offense: Class A misdemeanor [a
fine not to exceed $10,000 or
imprisonment not to exceed 9 months,
or both|

Subsequent offense: Class D felony [a
fine not to exceed $100,000 or
imprisonment not to exceed 25 years, or
both ]
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o AzHEe] digh 2 7RI AzkEe] QAT ol w4

F= EAI5leE AS® CGMS(Copy Generation Mangement
System), SCMS(Serial Copy Mangement System)©f] 2|shy £
o] TFEA, =A A FA, EA1S] = SAIR D
LA EHAE &3 gRoo) T oAl Q15dat
7h 78] e wAIshe 7R, s SAIshE 71s e vt

= YZ0} 7]zl 7|23k HILEAl Ut == FHEAR

D) RS, CRd ERl20] 7|EE § 22| B FHRte]| tigh A, gt
AITEOIRITY, 2001, 24~ 325 Z=x,

2) oltj8], 714 BB ZASCHLFAD H5o] B3k A7, BERIE, 2001, 185 o]
A=, 7|eH 2] BBl Btk AT, AU 2 US| (AL AATA R
38), 2001, 52%; Lawrence Lessig, The Law of the Horse : What Cyberlaw Might
Teach, 113 Harv. L. Rev, 501, 519 (1999).
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o= o=
3 E o= F{IE-
Cl AI-%O N 4 74 XN =R 1
A2 XNRHX|E D DMCA R %%TOH? ySpeI E;_J_F_gll
SHe CER
MEZ0l oSt 2SN E =
23t 7|2 MBS XR|O 2 X §1201 X X X X
Bk (a)1)
MEZ0| chet H2SHE =X ax|
25t J|EMES TX|0| 2 X §1201 X ;2® X X
H3p|s 59 A2 (a)2)
ol»j L
(jnu (EozA
I S2 o5l J|amd i E-F 5|
Wjﬂ _Ega %I:P 7y soistole X S5t H) X X =
HSZX|0| £33} =) = §300
= o
= §1209J2
MEA ESE 98t 71sH
Eéx;'tlw E;imA = ax 2x 2x| X 2x  2x
o 742 STaRdEe B §1201(b) | §1202]2 §920  §300

HE Artee Bosh] flste] AAldt dme i, tAE et
A S A2 Ve RoxArh FEeEuA A7 =3l ol2gt
AErEe] e Al Azl ofoldolo] digt A AAIE ARt
SHA| o] ni] Es1Hat fARE HelE Yshs AR ol A4 H
3L QIARE AAgg of HslR Qlste] A2kEe] HeE 9%t B
= oo & Ao,

HsAle] D= AEAA ] Histe] SAIE 7ishe deehy
I} G EL AU AE AT AlE AR iR 2 Alofoll 9
Stk AE Bm FEYETE o83t H2| HTE SAlsk

o-§Ak) AR G Uil A HIEAITE ol FAR AL o] -9 T

3) olth3], I7]&2] Bo2XE(HLEA) Eoo Bt Ay, 1125,

25 3 X oMol J7|erEaxA| Jls o8 215



L oheR s BAjEe) M % ool vhat e FAIsH Hek
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Ak BA7E EI94H A ol A Eo] 5, VOR Hlo], sk
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3] of2fet Al AU LH kAL siAf A2HIRE0] EA
]_

r

216 CIXE 2HoliMel g3t M ES

i
o
o
It
o
i
re
-



BAEE o Qi 2elzo] Hs] Exo] ol Slof gl
B 9 o Eu 13} u]-2-7]0]
JEHaw sl ‘IH—‘%Oﬂ #4el AL RE oj A Alo]7}
7hs3l7] wjEo|oi

e g 7)) %%‘ﬁiﬁl FAE o4
Aloflgk o}t 4= gl ARRo.2 WS AT}, PCRF GLOW 4

A) 0] g2 BAAEIE ARG ghelehs ope] BARS A4
% gl Hglon], 2220l FRe| FEo] glo] AR FA

REO 25 2A710] rhel o] Z15sH] Eigi
oleigh tAE FElze] ByEAl] e S1EAe AR
=]

slof elzo] et UALalE ZAel) HiEE 2910w 248
871 sk, TXg Eelzo] gt B EA7H WAl Hd ool
71 SR, TR F]e] SAAE BA| @ vl Sr) i we

oF 2y AR fPARECE ARFAREE QHA717] SE=o|c ¢

o] HA FAY, ‘ﬂ%ﬂh@i FEE 7o R g HAE & 8

7M1 HAd ZEl= {5 9 AjH] A0}

= XéE S A RS 7HAAL Q7] ezl A2

= 6L AR Qi) 2ol BT MP3 E AR A2}

A SIS 7Fe] AR Ba 7| gAY of ol it Aojet
e olefgt A= 2o gt ‘ﬂi—"—olab— el

of#fgt ZAIol AFoll= =78kl HAE Zla2 ARFAAe
Ae A w3 ol de AlFsial, EdAlelAle RS

o] Zis, AbgAolA o] Bel e ARk Aol 917
2ol YA o g FexSo| cixgstslel R58 AYS £
Apolt, whebA] TS FEE G50 BEHE SISk ol
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2) MEH HSI|Ee BR

Fo A oJu| 9] DRM(Digital Rights Management)4 7]< I‘JX]
& S5612.0) el o714 5 4 sl 24 T
= oblab) B2 - WH sk, HolE Ak uel o xg el
0] o} g3 Ao} - FAIBH= 7]40]ck, DR AJRA 0 2 tjx]d
ZHl=9] XA HEE QI8 ARSE= E S 7] (protection
technology) 7+ T 2]l Eel 2| 7] BRSS9 ALEEhe B2
7]%(management technology), 12|11 TjX|" Zel=9] AZA
Q= HxAA IS 9l AREE 9=7]4(distribution
technology) 2 =LA F-5&F 4= it}

CAE ello] ot el AgolLt BANAIE Sfet 714

A Hplomi 2 A3 Wk e BEleR
F-E38F 4= QM) A=HAQ] B G 7)<4x(Passive Protection Technology)
[e] =3

© Q430] 23] I (Speed Bump)9h - 3L AT 714
2, S Qe AREApIA WIS TS ERl0] g2 3115t
B AZHLE SEsle] Az BIHel WS AAel] v

Hhalolt AFAQl B3 7]&(Active Protection

4) DRM 7]of| theh 4 2= A7) mgelstAl A= A] ¢har Qi) dRoflx= Fo
) oju] 2 pha] 2el2 0] BHEAS WHlaks R47]4E Hofsl7]E oL, B o}
£ dRolAE bAE FElz A glo] ZAte| 2o A4 FrgsiaL AR dE 2]
7] 91 71650 AHIAAAS S50] AoJshr ] itk & Baxofx= ZAte] i
Fh= 7142 Narrow DRM .2 Z2}0]| 3l|ddl= 7|42 Broad DRM .2 HH3}
=2 gt
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(52 12/ 1) DRM 7H2

| (Broad) DRM Technology |

| Protection ‘ ‘ Management | | Distribution
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]
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Buaqe wBlidos

Technology)2 48} 7|55 ol83t0] AMg-0] 3]71=|A] o= At
A A TN Y ZEHl2 0] HS kA7 et ARy 7
S)EE MRS Aol

=~

(1) A==l HS 7|&(Passive Protection Technology)

H 3 A|(Copyrights Labeling)
AR AR A P A ZeEE ARl Aol AR
gt YRE B 4 Qe FomH, A8AR sloiF

e =8 52 A B el iRt e AAISHA sk e
et 4]l |2 Foke] bl l A2 gk %X% Ko

AL AAEA 0] A A She o] A2y AR
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(52 18l 2) Creative Commons2| XM=& HE FEA| of

&) Timby = Musings: Novel Writing Month - Miero soft Intem e Explorer o0
RO IO AW ZICET )

%O RNAG Sudom @ -5 E- U3
) 0 /v, S 0 19, Mmitblos/archivees, DU 1. bl ﬂvli el [SOME RIGHTS RESERVED)|

This work is licensed under a

/' Creative Commons License,

002 Books

Commons 9} & HZIE B3t ARBAL A= Ak
(HE2 79 2) = Creative Commons License 2 #|Z+ A E7} %
Al 3 QIEUl FHl=9] o & HojE

@ C|X|™ ¢/E{o}2 (Digital Watermarking)
gxg el 7]eS A2 JEE Ea Q= YEuaE ¢
2] 8- fgshA] o= BIflolA =2 AREAE A E Q14514
Foles tAE Fel=of A)sh= 7lsolt) o] 7] A2 A
5H7 PSS B, BAIE TAE ZE=0] Yol A A4 A
RHE A F=Esto] A% A ARE E8E - e 7ed 54

ol i}
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(5 18 3) OX2 A0 &2 28

“Watermarked Image

Watermark
Information
(Content ID,
Date,CP ID)

Original Image

BHX HEAT

Watermark
Tnformation
(Content 1D,
Date, CP ID)

“Watermarked Image

® Z#A] o} (Forensic Marking)

A v 7S YAE v Hlsstth 7]sol At A2k
AR seiRte] sk obd TS FRIZO) Mg HRE A
Fro B ARgol HAYsHA EH Fel=o] EHEARE 45kt
ARESH= 7ol 2714 el ARGE R AREAL 2L
o] JHE FAZHUY HH= ARIsh] ulioll, 83441 ARAL
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(75 18 4) OXIE H=E Az| 2pd

Watermarl i Fingerprint
Information i A - Information
(Content ID,
Date,CP ID)

Original Image ~ BEHIX T ZIAT} ey 22 £

Fingerprint
Information
(UID, TP,
Date)

Fingerprint
Information
(UID, P,
Date)

‘Watermarked Tmage A2IH WM + FP Image A2 %12

(2) M2 X9l HS 7|&(Active Protection Technology)

ARPYRE FASRE ol TiNE YEuES AMgel

59 A0 HE7]42 3|71 RA] ¢k ARt tisiA =
< 51-83tel Hlste] A=21Q] Ha7|ed s7HeA] o2 AMARR

is

FE TS ko Adgto 2 FHlAs A5H o R B
= 7|eolt}, AEAe] HE7|el 7|eAel EA uel HIA| o]
(Access Control)9} AR&A|O}(Use Control), 18]a EAHH]
(Copy Protection) & FA| -5 4= 9]t}

rl

@ HZH|0{(Access Control) 7|&

HZA o) (Access Control) 7|&-2 ARX} 22 717171 E4 U] A]
o el zof ojs 112 Usto] Sz Aot o CiAE Feilzol
AR 3718k 71l o] 7] Usl VS 7Nt R AT
T ARATHS 11T Sl AMSAIRH Qske EHAE Folx

=
T2 0] 83 4 QES She A0R AR Rl W

oy
all
&
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=9 ogid H3E 93l AEEE CAS(Conditional Access

System: AIASIAAH]) 7|<0] Q)

(@ 2H|24X|(Copy Protection) 7|=

EAA](Copy Protection) 7152 HAE FHI=E Al AL
T HHpo| 20 FUSHA Foje FREE 7|2 ARESto] drEelet
S 2, th2 Ay tjuto] g BA)7} Eof = ofu] gl H|olE| 7t
A sh= 71solth FANA7 e T2 ANE e QAR
CAS T+=DRM 7|53} A5510] 25 AMAPF A E )l =] 2
Al EA9] gold 7e= AR 4 gl Sk A Bk &

AR 71422 hFEA Q] o2 5C2] DTCPL} 4C2] CPPM/CPRM,
Intel 2] HDCP 5] )

® At2H|0{(Use Control) 7|&

ATA] 7148 s7kel AMgAelA dhshe FElxE BEs)
S Y FREE 0|83 4 Q=S Fhof whe} EHlze] 444e)

HE7} Brlssto| v]sle], AF&A]0](Use Control) HHA]L- ARE- A
o] gl ARgA}E} stlehs Hojg Asto] ulehd tAg Zux
94 A4S Z]—'—ﬁi Exﬂ o],l: uw\lo]r/]- o] Ao oH

1)«

of thgk F=0| E7IEHE HAsh] wizoel EA w2 tXE
0] o] 7|&S o]gate] HeE vl Qlrk ARgA|o] B4
FojEA Q] 742 Hold fdom o1 9l DRM(Digital

Rights Management) 7]&o]2kal & 4= Qlc},
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13 5) DRM AlAR2| Ekxol 72

Provider Distribution User
Container Container
% e e
L% =3 s Trusted Environment
|| @)
. > P2P i
o G [l
i
=
S 5( i
= .
»,
Content License 23/
=2 HE Policy @ Usage B
- License
Usage 251 @ Usage @ License
DRM Server
3) DRM 7|&
=

Bl =0 DRM X538 /3l= DRM 5)7]4] 9} o]
9 7o) 2 A 2)hs DRM AH], T12) 31 2fo] 4o wje}
J51= ‘DRM Sefolole’® FAgr,

)
> o n

N
Il nf

rf

-

DRM2 o2} F72] 7S] e |2 A5 wha vhds
2~

T BRI | ER TRl QLor], thewt e 7|4 ase)

BN

® 253t 7|=(Cryptography)
DRM-2- el =9} gfo| A A0] 7|} 244 BAy, 2|31 H]5
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EJH EHg Oxe 2H= 2lo|MA Eajp
71N DES, 3-DES, AES-128 | DES, 3-DES, AES-128 SSL
Fzy RSA with MD5/SHA-1 | RSA with MD5/SHA-1 © RSA with MD5/SHA-1
ES PKI PKI DH, PKI
Ho|u}x| RSA with MD5/SHA-1 | RSA with MD5/SHA-1  RSA with MD5/SHA-1

7hjel ciigh 282 ARSI $19) B8k 714 A, &
=9} glo| 0] 71UAS HASL| €8 DES/3-DES, AES-128 £
o] A7 )(Symmetric Key) B2]2] 53} dare]so] /\}9—3”1

A4 9 Q15 AT E Sl PKI 1541 78] ARpA 7]eE o]
|3tk

A8} 7|2 B7kEA] Ghe AREARENE S TAE = 3
= HokEt) Eoh ofe ok e Y] A Felae = vy
clehe 1 U888 3118 5 gi] uliel Bl o e
25 HosfE = ook des) Ve digh e desh g
21 AAle) 249l 2wt 7] Zolo] uke el 0om TRste] 4
24 4 9lck. QLG 919 AL 7] Zole] F7h: erEste
ez 0] Mok F7MA 1A Hm, 4 sEat 4 ek st
I sf=slr] 1%t ulgo] R TR HT 1A whme 2 =1 A
B2E sl BI1E el 4 ot das} Ames A
Ao} ARG e - T8 8avolnf, e dalR|Eo R Wol o
7 72 DESQ} 3-DES &18]Z0]9) 01} 2| Lofi= 0|5 o=
9] FHekFdo] =8{LbHA] AES(Advanced Encryption Standard) &
o] ARgo] Haehe il ik,

i
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I
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N
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@ 7| &2|(Key Management)

QFH © & DRM-L: 37k ] Ghe- ALEALRILE tixd Eelz
£ Hos] H8f 2H2E dwslsial, 517k ARgALellA F2s)
£ 7R S Ao m FRl=o] BEE AHsH ok &
dl=0] A5 oh= HYSHA ABdE 28t thA71(CEK)E o-8-5H
], o213t PEet A7 Solillel el e el

8

A8l ez 0] o5 ERE 18] ALHE CEKE & obiatA) el
51 WS ofof g,

® DRM i}7|Z! Zoi(Packaging Format: Secure Container)
DRMo 2] 517]7 7148 Tl sel2o] 15 W Azl 9l
982 9l 8 mel=E Qha sty deklole g F7tstol
ShLbe] [AA AHAZ2A] HEl(Secure Container) 2 A= 7]
soloh, YubAom FHl=9| w7y FRl=dR dgsHA 44
E HU7|(CEK)E o-83}o] FH=E Y2 olto i 7[dde He
S| =0, AAE Secure Containers HAAAHIO 2R -85 =
THll=o) 7 A4 BAR A2 ol tiet /I5A RS SHA H
HAE Fel=o sf7] 42 e deohe Zel=e} wEpH|o]
g, 281 7|eF =30 ARE0] 519 Secure Container
2 A= 4= Qoo dls=tl, Secure Container?] -2 o]k -
A AHEZ0] AUE o e A ARFEAIE Al o] F
2A0|9] t3tA] o 2= A #ES}7 1919 MPEG-21 9|4 7] AL 9]
= MPEG-21 DID(Digital Item Declaration) 2} FF(File Format), 1
2]32 OMA DRM2] DCF(Digital Content Format) 5] o4
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Microsoft 2] WMRME} Apple &] FairPlay 5 SA7HA] AA8-314
HB0] DRM AlZ-L- /A =214 9] S AR83}kar Qi)

@ Al || (Identification)

HAE FHl= AEAAE HAE Fel=o] 2t AES 7t
S To=N FEI= {5 Il A o FEl= e Bl 7R ARS 7t
THI=O| HHwBS JolsHA| sk 7lsolth tiE2]Q1 AEAA

L n]=t&3d 3] (Association of American Publisher: AAP) ]| A
7iEket DOI(Digital Object Identifier) 7} §1.2.H, RFC 239604 &

3}al @)= URI(Uniform Resource Identifier), 12|31 <Fujjo]| A
7N UCTH AEAA 5ol Sl

L
iﬂ
i
i

(5) H|E}H|0|E{(Metadata)

HEleofEl= tAE Zelzof| ek A, W8, Te]aL
5P E 55 #dsk=7e=, tAE
AT HAof| g o= tAE ZEl= o]8o] aaslE 7W
Uttt AA7EA] HErd ol B of| tal }-8-21Q1 A2 HAl o= o
e <A B2 §l= AEo)w, MPEG-21, TV-Anytime, SMPTE,
W3C, AAP, OeBF, INDECS S31} 7+ 24| 3223} ThA||of| 4] o]0
ot A= 521 Foll ek

(® H2|E 8 (Rights Expression)

A Felzo] AU QutH o YA Felx wjwA)
w8 S Aol A a} RECRREEEES
v, ol2jgt Bol ks 71AV} S 4= Qs W] AelEd 7|
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ol e AgE, WelEdslse Oxg 2uz

it
(¢}
®

o] tgt ARgHFHPermission) 7} Z7(Condition)-& F&SIC} T
A Fellzof gieh AME- Hel= vt Bl=y s o whet
do] gehd 4= =, ol whE vhdd k2, 1Al 71
= 0] HAShs £ 7ol dasith dA tixzQl g2z
37| a2 = XrtMLS 7]HES 2 3F MPEG-21 RELT} OMA 2] ODRL
o] Sir}

O HetdaAa|(Policy Management)

g ezl that ol W) 712 W AL s
71401tk Thopahal BAkgh Ml BolA Y] ehol Al B
Slat g algte] ARl SISk B Qs TS AT 4

ofop 3, 53] HAE & gl mr]l Bl AR I'JWEP

¢

;9 mto

ol Wi el A8 B0 B A Aot B Aol
2 7P BAIS TR 4= gl Wk 7)20] nfaislo] 9lof
of 3l

HFHEH|(Rights Enforcement)

HeEA7 &2 HAE ZR=E 2ol 2o PAIE AMG-HRH}
ARG S] HRoll ATt AN = Qs A &Aoo w FAISH= 7|
oo}, Felzof tigt AR-FAl= FHl= A2 38§22 10| o
SH AR A AlolE A= sh=d|, o AN-E= HFEAI7 15
TFHALA B (F5 3 3) I 22 WA S0 ARE AL Qick
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(5 B 3) HESH7IE FaEH
R oI5 g
Butingd  Hoi 58 82 220l S200 £7K1 i o 2

Application plug-in 4] ADKE A}23}0{ extension 7|22 F

Hosted &+4 OIE{H|0|AS AF23510] H|0{5He HH4

(i

Application rewriting g4l | 22 TZ 7210| ANTEE M5l = HHAl

OS add-on Al

@ EHm2| 2tX| 7|=(Tamper Resistance)

DRM& A2l ALG-EE 9IS Hol il ALgAte] o) g 9l
718 0.2 ARSI 714S BB Ik, LUt olejgt Ahet 7]
28 ofo] K9l BAL 71 ApgA]| o5 A3 Egole] 27
oL} 7|=H o 2x|o] 523} 5 theRt a7 ol =EEe
O, a5 A7 e o] 2%t a7 $18 C- 258 DRM A E Qo]
£ QPAsHAl sy 917t 7lsoloh &2l diu® ’A7]& 9]
ol (=32 4) oF Atk

(F5 2 4) B3 X712 5F

T= HEX 7|
Tamper hardening code obfuscation, debugger detection, encryption
Tamper evidence module signature, module authentication
Tamper detection watch-dog
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ALZX}/C|HI0|A 915 7| =(Authentication)
OAE Fellzol dish AgHe S cheke sk BAle)]
A AREAL Q1T Ta= Hto] A QIS = 7]solt). dRk]l

ASAHEE A3l A== 7e 82 thah Aot

o AREA} 912 ID/Password, 321014, E-mail 215, SSO, AYA|
2], ID-Federation

o TJH}O]A Q]2 CPU A4S, MAC Address, HDD UHHT,
X.509 7|5Ee] tfnfo] 2 Q1FA]

@) Zo|el Hsttz| 7|=(Domain Rights Management)

TAHE W 5 71710 MTE o] g-o] sl=EAL v 77| =] ZH
= olg/o] FEA gl ok v F vl= 5o AX=Tt
oA YA Frl20] ARAEA] HARS St ZEl=0] o8- Hed
HH(Fair Use)ofl thigt AF2]2] Q14jo] At =il Q1o DRMO]
A= o] & A sh7] Sl A7F 2k o] FoiR| AL k. =]l

Aujo] gietol 2Hl2e] g A 2 BY Ao /a4 ol
2 DRMo] X|Y5H= A1S BE R 5151 9J=d], MPEG-21, OMA, DVB
%5 FA|FEEHA oA += ‘domain authority’ Fa= ‘virtual device' 2=
Mo o] 7|9 #7315 FHIskL Qlrk

21 W 7142 obA7b AL EANESe] e B
oljA o] EErg et WA= QIste] | Q1e] ARt #9E o= A=

A AREsoF sh=Al, Z12]al 71491 TS of B A fioF sh=Al ol
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oAl getet 71zl (s Atk Z-ANE IBM2 xCP 7le<,

Thomson Multimedia+ SmartRights 7]<
gk A+ s xldgskar Q= AR dejA|aL gl

4) CAS 7l&

(1) 718 e

A AAA 02 o] TAE o] ool A3 glom, W A
23} T E 7)< @ A AE AR R O 2| E sk} o] 2ol A AL
otk 3 Pt Al0] AgHo] PHFAL FAHo] Zri

== opgd 2 W5 Zrl=et Te| Wi o] 434 gt =A17}
7hs gt ofuet AR 9wl Bolslr| wiwel HE FHl =0
ek g Ao 2o vt Ba2lolw, 5171 ZRQJARto] s FEl
of sl =L 4= U= slg-E oo Ttk 53] AlolEs Ex= §
3 WAt o] =2 7HX 9] W ZHI2E AlSste RS Al
A e AP B BA 9 o= Hli A ARL O] A slE 25t

= & AR Aol F4E Flo] el iEH
CAS 7|2 919t 2 AIRES sl dstr| Slsl] Anl2 740
S& stojg 54 RS AlsaA g 73—?— AL ARl o] A}
TS QIAlshaL, ARl Al o 15 aste] B7H 7}
dALNA G =Alo] 7hEdhe s A s = A 3}7@‘% szokehe v
& 9 FAl 7o) H|oFA| O 2 HiEglof et CAS 7|& e thefgt of
STAOIAE A5 fIste] of] FEj= WS Akl ek
CAS(Conditional Access System: $AIASIA| 2B = (R2 7
H 6) of|A] Hi= e} o] WAl 2H-lof] 711X subscriber) 7id<
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(%2 08 6) CAS NlAY THE

Scrambled
Signal signal
D: F—
W 1 W
Contral Word ECM Eem, | T =
generator encryption o Sl
CA sub-
system
Subseriber EMM EMM
management encryption

=9)5}to] $=A1%14 (entitlement) ©] Q= A A EA) T2 7ehS

SAIE 5 QS B AL O, FAOI AT HRYH Al
= =
=

A 2] 41 QHE e Fqlle] B A5 Bt

K

mlm

= ol ASE= ZH=E
32517 Aol Au|2 FHARe] SA17 | (head-end) of] 28It AjH]
2 FEA R YHE 0 2 CAYA|2} FEUAS WA El=d], CA ¥
A= A $A719} 319 =] A|AE(subscriber management
system) 8] 7|¢e], FEl= AIHELS 3t EFH 52 AT
o}, ATl CAYA| 2] S2folIE BEo] 9

=01l o] & olgste] Yoot FHl=E vAaay

Wi 7|8 s
sl qake At CA FeoldlE BEL AnjEsks,

OpenCable Cable Card = DVB -CI E%I’—} o ol =A CA E
22 glat elefmlol a0k tlATwE A SO PARAE AS

st
2} CAQAI 4 o] el 7180l ca A 2lo] 3
Egolz TR 4 9l S LTS 71 5 gck W =
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=2 CAZE oA el &= Ql=Ale] AR U8 g ofstAl &
AL 9let. o]Z2 CA ¢ ‘1194 WO AR, ARk oR ﬁ%%
Al AlREEl= CA B A= CA SEoIRIE XaR 74
CA BT AlEEA T CA ER AU & Sl Cable Card 9
FEIE ooz,

_x;

(2) CAS AJARIO] 3Al 7|5Q4
CAS7} ZEe0fok 8 718210l 7144 AAL W Z2 I U Y
o[BS ATEYSHL, F4l WA B Eolof s, Q1%

E'_ T
SR BT}, CAS 71420] ATNE. 0.7 SIA] Al AR 7124 2
QJofgt st upAlo|A Sujsiol F1elxiolA AEshe Ad %
el A5she Aulse] Al go] HsaiA Hoi,

CAS A|2E12] 3] 7] a4t thewt 2,

=

(authentication) 753} H

= b

\:l
AL CWE Bo3517] 98t t‘*‘%‘é—i" ,%ﬁl‘%ﬂ 1= ke
Al k2 vl 7| (secret key) & 7HA| AL Qlojopqt TIATHER S 4=
Yk 4= ULt o]g gt v Y& bl A Q] HOMYS: =0]7]
=] u
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@ X124 H|0{(Entitlement Control)
CW/(Control Word)E 215=7]2 4535)lal, o5 ECM(Entitlement
Control Message)of| AlojA] =AIRo|A| AEsic)t, HokS Q3f
L 271408 4w, Tujuic 87 CW L AL 95
R} ECMOfA= ¢Fagke Cw o] Aloj<4=(control parameter)
7h ZE, e A7 e WS ECME AT 4= AT 4]
= AoJHae} 4=41719] Q154 (authentication parameter) £ H|
s}l e AR AR THEHE 7 ollek AnkETEE vje) ]

o

£ olgsto] CWE 5L, o5& ol gte] 4418 ZRIBS

® A}A2t2|(Entitlement Management)

AP A7 ]0] ARG Bo] - AL - Palohs b0, <
ZF7(AK)E Ell7]|2 5 3ls1e] EMM(Entitlement Management
Message)S AAJslaL &5 3151 TS(Transport Stream) T|Z1-E 0]
5101 150 2 FETTE, EMMS SA17]9] HeFge] 20je
7H=o|| A4S FostAY B ZYAIshE 715 Btk SAIRlA

o

RIS B R ARl e e se) Q1)) 4

S QSR 571 AR A9 vl TS o8t &
o1t th QIS o7 EMME A/JRE - mA|R] 9] Wz v

o B4 LS B WAL EE S35 RS o 85}
AL A= EMMO] Aol A M 21214
& FEso] W o352 SRISH= EMM 9

e 7130 W e SRelEH AR AL Q= HY
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712 ol g3le] Q1%7|S Bas} slof QIEMAe} S| A o] B

CASE B Ei L2 I9o] S0l theat Zek SAR
RS RV olu] S50 1S e Bd 4
Th, $A1R0IAE AlolttolS Q%71 ol 8ste] QlEala
Zﬂo1tﬂ 27} Z&HE ECMS ECM A7 1E E35) AJASkct ECMo|
o AA 0] ME uh] $Js) ARpA o] E7bEe] Qi 4 =
W& Alofis=o]] oJ3) Aloislo] PRES ] Z21& o] §5t0] A2
B2 o] AR AT AR AT A
o ECM] tgo] HE|9li=A] BHlsl7] $la) ECM Q15ahAe 4
sy} AAVATH ol4o] Lo QFEEE Alojrto] FEL ol
5712 B, Aof s Hlay|E stk wlm]e|A o]
Aol Sl gt AR wltstol 2ol st
5 o120l sl Aefsl prase)
2202 olg3lo] LIS T AT Rk o) Agwi

5) SHIYX7|&

(1) EMYX|7 =2 W

A

CASE: 4=A1#%To] Qi QAZE ZhQlApte] B4 29 4
3 4= Q=S EAISHE Alslolt), L, CASE BE iy
o] gt A AT sk galols

2ol

Bl
A Hete] = ARgAl ofRt = EAIE HJX]?% =

( ﬂ mlo
e
A
o

i Rtk
(5= 717 7) of|A] Ba=nlel 2H0] CASE B3l =41 A8

& Al%+= POD(¥E= Cable Card) 52| PDE(Payload Decryption
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($8 2% 7) CASS EH¥X|7|29 E8 AT

Host
Copy S
Head—-end Display Protection Capy
f Protected
Engine
Clear Payload : Copy
Signal Encryption éProlected e
Engine S%::E Protection
: Engine
Copy Protected
Scrambled "
Signal Payload Copy
— Decryption Protection
Engine Engine
Clear Signal
POD Module
re) = s
Engine)ol| 98l tATHET Hf gheF AAsE BAWIR]7]w=0]
[e] oF =] o AN =
Hgslo] Qx| ehehHl (32 113 7) o] HAw} o] v e

5 0] 4157} POD BE oie] Gl TAER o5 5
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a7 Alzlo] of8) e e ago] f5 4 ik, ERE BAE

ok ek otel
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(2) EMYX7 |2 A 7184
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@ C|Hfo|A 21Z(Device Authentication)

37171 Al=E] 7I9ES] DH Lale]&e: 7] tiA7] Al2glollA
FASHA] F3t QS oA 715 HSHA HAehe e = A
ol g g SRS ARSI Slek Tet oleis 3]
KRR BE 7] a7 Bl R s
o FA] uelZe] 7P HoFd Fo] S A3Rt Y B
(Man-in-the-Middle Attack) o]t} wlahxa] o|e} - FA o] a1}4]
o= s SIS ADEE 2717 A s PODS
S5 0] QS A5 7Io] 2 4 Qlojof ek, ol 98 2k
20 2 AR E| = AH R T A|AH o= glo|E] 2] A A (Integrity)
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(Digital signature) ¥l Q154 2k oA A=A ol tiet 37171 Q15
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U], o} T % 2t G52 7] Wk Al AEA] oI TIAE A
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® 21Z F|2~(Renewability 2= Revocation)
OFA5IR] okL 31A o] tjulo| ALt A|AH] HES olo]z|o] E7
%7%b$Wﬂ4ﬂﬁ@ﬂﬂkﬁ%k%%ﬂ~iﬂ%ll%%d

2feh Y7H YIRS 7, ST el Y AIAE] BES T
OJAF AMREF 4= Q= 8}‘— 7lgx4 A7} Qs eurygo=z
CASOl M= 2~ Ee) e T2 1S o}4al] 9JshA POD IDS}
Host ID7} 54| 7](head-end) 2] CAS A|AH] O & H40] Bl=1|, o]
) B2} o] ek Auls FEAE Sl EAES 9]
o ARIAIE 2AstaL, ofof Higt JH-E PODRE dAHE POD=
Al ol we} BAES] Q1ES HashAL Bl A|Ae]

PMO]L}‘ CPRMO|| A & wnfolof tigh Au]
7L 2=, o] WAl OpenCable B4 = 3
7FA| AL O]‘:}. o]7e] 8 olfi<= OpenCable o] tju}
F2etelom Adso] Qlo] Au|as] 75 o 7.5 A
Shal 2AE H%  UARE, DVDe} o] @ 322fQl 4
ol-8-2 4= Sl Hulo] L0 AulA A RS SRRl o R A7
o 5= 7] wiizeloh. CPPMO|u CPRMI}F 2 7]z ol A= Fllsd
MKB(Media Key Block) 2] #|7]2t2]of| ofsfj An|X A7 2215
oMl ==d, fllEE MKB O] #|7] 552 wjv] o] &f A|2dA] o 2f
3 F7]4 02 74l E o] M= =R Fof Rltk. 5C2| DTCPOA=
SAN7E 41719 QISA el thigt #7715 A = Lo, Jﬂ
71%l 21541 SRM (System Renewability Message) ol 2]} <=
7|12 =] s 71719 ASAE W7oz 71719 AN
SAISHA gtk
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6) DRM 7|& Y sigt

(1) sli2l DRM x| St

%2719 DRM A2 LiquidAudio, InterTrust, Reciprocal,
Magex, ContentGuard®} Z-2 DRM 7]< ¥4 2} IBM, Microsoft,
Adobe 5 G- th7| o] sfiA T} = 2 ZZoll= Microsoft,
IBM, Intel, Macrovision, Adobe, Phillips, Sony, Nokia 5] 2=
HITHA 52 AH =L Qlck. o]2{]t DRM 5w AAS] AHH-2-
] ARE9] of2of] ofsliA DRM (iA]|&] A o] oA AL =
= ofmfsh= Aol ofuzt 2| Eof A E W W HAE S U E
97, 12)aL DVD 5 HAE FHl= Akl o] whdo] 7153 of| w)
2k Qe efofl A, Y 5 TRt SAlYEe 85, 1Bl
7HA7171 W EA 71719 e 9 53 5 SR s Alkle s

HHE A U5 omishaL

(2) 2L DRM 7|2 7H 348t

2] DRM 7157t AIS-E (2 1 6) ol 4] 1= o} o]
QI 7]5ke] Fel= W 5o} FrjEo|Ae] mutel el B E, 1
2T EA RO 2 9] - Wz ukx] Seo] Hopojl o Be ARS
& ZA QT QIO mulel $ho) ZH2E 1 EE] 9
3 ToFs DRM A ESo] AHEatElo] 2% ohe #weAg Hojs
3 9lom, FAEQHE DRM AIE-L: AlAIAQ] 4520] wde 9l
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(75 #5) sliel ¥2 DRM &Hl 55§

o A e e
InterTrust RightsISystem DRM Framework
WM DRM (7 WMRM)  : ZE|0|c|of DRM
Microsoft
RMS E2ME2t DRM
B EMMS E|0|C|o DRM
xCP CIX|E & DRM
DTCP C|R|E ME0H|(EEE 1394, USB, IP)2| 2HLX| 7|
Intel CPPM/CPRM E2jA H22], DVD S 0I5E MEFA|Q| SxR| 1=
HocP DVI, HOMI S EIx/< 8041 Sai CIRIE 2UEiz THe
£l B0 SHYR| 7|E
Apple FairPlay 28}ol 29 MH|A9| Tunesol|A| AL23H= DRM
RealNetworks Herix 2ajo| 2oto| MY H5E /st DRM
Key2Audio CD, DVD2| EH|#x| 7|,
Sony OpenMG PCOjA ClH}0|AZ A&l O|Cjofe] Bo7|&
MagicGate Hi-MD, Z2§A| t|=22| Sof ME=|= 0lC|ole] SXYUR| 71E
SafeCast LEZEY MAA ESE 2[5 DRM XE
SafeDisc CD 28 =X &x| 7|5
Macrovision SafeWrap I E20{9] tamper resistance 7|&
CDS SHICD EXEX| 7=
ACP OILZT £ 29| SxWUA| 712
SunComm MediaMax Ma SIDE,DVDQI SHLA| 7|, MSS| WMTS L5t ¢iZ=|of
US.
Adobe Adobe Document Server | PDF A 29t 7|&
Adhaero Adhaero Doc MS Office A1 B9t 7|&
Finjan Software Finjan Mirage EMEC7|E, 20034 18, Alchemedia TechnologiesS 14,
MailRecall E-mail €29t 7|&
Authentica PageRecall =M Eot 7|
NetRecall Web content2| Eot 7|
SecureMedia Encryptonite System MPE,G_Z’ MPEG-4, On2, RealMedia S2f DRM 71,
(Envivio2}t 3=22 MPEG-4 VOD 7§&)
Synamedia Broadband IP | IP7|80| C|X|E 84 FHIXE CAS HZ
NS NDS Mobile DRM 2} DRM 7|
Nagravision Nagra CA CAS H|Z
WideVine WIDEVINE CIPHER CAS HZ
Verimatrix ROCA/DCA CAS HZ
Thomson SmartRight Digital Home2| ZH X £ 2| 4X| 7|=
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(2 # 6) 21§ DRM Al & HE 3z
2AH|(71 2 HEY At H| 2
Mobile DRM DY FHX ES OMA DRM 7|t
C|x|2 Media DRM HE|D|C|of 2BIX 25 | K}H| or MS DRM 7|2t
Application DRM e-Book, HlH|0|X| £S5
DocumentSafer A=
ContentSafer HE[o|C|of 2HIX B35 | X}x| or MS DRM 7|8t
oj=oh WebSafer Hulolx] £2
oalo|=m M
e-PageSafer I_-rl}/:d;‘-:c‘ 1|Tr
AR SecuMax CIXESA 25
smenz Document Security ZAMEot
Secure Print Marking ol Mo
AFAEYA NETSYNC MP3 Player 2HX 535 DRM 1217
Media Keeper HE|O|C|of 2EHIX B
LA Media Keeper4 0-STB MEHIAZ VOD Eot
TOERAE
Software Keeper 2EZEQ ES
Document Keeper EMEot
L] MediaShell YE[D|C|of ZEIX 5 | 22M or ASPAH|A
Fasoo Secure Document 2MEt E2M or ASPAH|A
Fasoo Secure Web | o[x| Hot
Fasoo Secure Node Jol PCE 2AEot
=| =
o
f-Commerce HE|o|C|o 2EHIE B iji% g SDE)IKJIH;liH._}
FOP B01E 77|0) ZHE HS
Wrapsody WOl AFHEM ES | £2M or ASPAH|A
DigitalQuick 22 ot M4 HS ASPAMH|A
B2C RE Z3= B2C DRM framework
B2B 78 2UE B2B DRM framework
HE(O|C|of 2E2|Y MPEG-2/4, ASF,
o ERERE SR AH|AZ £/t DRM WMV |
= inux 3 Wi
DHIE DRM WIPIZ DRM QlE{z{o|A
Aol smsgdmssle  COTIOR
242 CIRIZ SHOIMO| ¥t RAY HSE 5t ¥ - MY o7



(75 #7) =i DRM HHME 71&7H2 2ok

71& 7 2ot
A (7] 2™ - g -
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ATEHT @)
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(55 3£7)2 =4 DRM 7|a7ie AAE= 5=
N EokE HofF=aL Stk

7) =X DRM EZ3} Sig

HAH R A
A=) A2k A1
dlo] 455t Shkat 22kl 2o}l e-Book ] HAMIAN e
e ERIE 41919] 40910 2 B4 B4} 140 DRM &%
50] Al 2AIEIE e DRM QRIS 242 1143t 7
&8 7Nko 2 AES AEstel ZAI51907] whol DRM A% 7o)
B3Ho] ARHA) Skeror], AbgAL we) o] TelwA] ok 17
S AE50] tholly] uholl A1 BHlel= Alsfsieick

DRM 7]4:9] 58k Zof7}h A8 ERl AR A7 )
91o14] Fe o] Aol vt QIrkar T ARIAl DRM 2
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3= 93t 52 AIZSIITE DRM 7|49 #3228 e 98|
SDMI, AAP, OeBF, DVD Forum, IRTF2] IDRM, DOI, OPIMA,
MPEG-21 & tHeel 353t @l E0] 200092 A9-2 A 5%
shol o, Zixp EX1A Q] 5 7] 818l itk o] ol = ISMA,
TV-Anytime, OMA, DLNA(F: DHWG), DMP 5 |29 %3} o
AlEo] AT

HAE 208 DRM 32 7HUsIaLA} 3H SDMIL} e-Book &)
DRM #3S 532 JH OeBF= S5 27130 I ARIA19] A=
291 o= =55 gk o L) 3o AIE9] ofsA thH o= <l
o DRMO] 352 vhsh=t] Adusielon, 4= £33 S5

ST o2 228 HAlE oM A 7HE 2kt S5

(o]

Holil 9Ji= thil= OMA, MPEG-21, CORAL, DMP 50|, o]&
A= =214l DRMO| %3 7]612 7S Zxa S5-3 X3

2
e
o
2

Zoltk, T tAE Wb W AU RololA] E35}

3513l OpenCable, ATSC, DVB-CA 5-2] AFJ 33 THA)

2
oF

<

m

flo |
=)

o

A]7]45 EoF9] 4C Entity, 5C, HDCP 5-2] AF #31HA|
TAAR 7let4E skl 54 =rdle e
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Jlagor | EELH Jlz ug e
MPEG-21 2§H§?§ A&E £ 1= DRM Framework?| & 7| Al
OMA DI SA0AM ALZE & U= DRM 7|& At e T
CMLA  OMADRM 33 HZ0| o= U 2lojMA 22| 7|3 | &%
CRF DRM?| o2t S 9I8t HF i
ISMA MPEG-4 7|#+2] DRM 7| it w3l
DHWG CIRE 2 oM ALSE = A= DRM 7| AR 7 - Tl
oup  DRMeImMuvlsNemEg s Zeus s
DRM T3 =3
DCI CIX|2t Alujof DRM 7|S72 7 Al
TCG SIEY0 3 OS2 Hokd A31E 913 7|& At e, T
DVB-CPCM fﬁﬂ S EE0M ARRE & A= DRME 7|& Apet Al
TV-Anytime 5£W|A1—I CIAE 2HIX 225 2/t DRM 7|5 At oz
SDMI 220l SOt FHXO M2 BT 7|5 e S
OeBF e-BookoilA] ALZEl = Q= DRM O] & 74 A
oEL XML XML 7[tto] Ba|Esio|2 Al oz
ODRL XML 7to| Fa|Esio|2 Al oz
Metadata IMPRIMATUR ;!;lEE ERAmESALEs SERa ey 2 ard
Indecs HAE 2HE RN ALZEI= HEIE 08 EE L 22
CPTWG DVD, CIX|HES 2HIXO| SHWAD|E B&5t 28 | XY
4C CPPM/CPRM | BC|A39| 2HeHx7|2 B2 oz
5CDTCP  ClufojAzhol M&E|= CIX|E 2HXO| SXHUR| 7| | A=
o HDOP  uiolazio| wesie g Eaxo wxyR s om
SmartRight | CIX|E & &ZollMQ CIX|E 2H= SXUR| 7|& ik
DVDCCA  DVDQ| ZHA| 7|2 oz
AACS HD DVD2| =x|x| 7% w3y
DVB CA Cx|ges ZHA0| BSE 2[5t =AHSHH 0f(CA) oz

e

oAS OpenCable CPT | #|0|2440| 2x|9X|7|& B o=
ATSCCAS  X|AT}CIX[Eig4 ZEIX0| 2 AAHKOCA 7|2 &E
NGNA AHAICH EIRIEAOIEWS 7|a+4 i TI8
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1) DeCSS

59 A 212 $15jo] DVDE 93t 7]ute] Eelx East
Al2~El(Contents Scramble system: CSS)& ARE-SIAL Qi) o]=

oF53} 7|8ke] Hek A|ABI O & aiE(decrypt), 3HE 5] ¢
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o] AHH St=oE AR Zls QITh AN o] A9l
DVD 7] FslE BAlsh= 22 31854 ¢h=th. Fote] &% &
AlE HAISH= €SS2 7|5l thgt Al=| =2 ¢lstod, A2H Q=
0] 2HASONA AlS== DVD Alol|A] o]&f ARgo] g&5=s
7V Sigick, TR A gl A B Qahigo)
B, m=9fo] 10t A4 Jon Johanseno] CSS7FAlg<t 1
SHE A Feo2H 1 7% HAL B3t Jon Johansen
= Al ue] 7 B A Q7 DVD EdjololE HxAt
(reverse-engineered)s}o], CSSE 3f=sl= o] ZRSH ARE 7
t}, Johansen& o]t ARE &-835}o] DeCSSE 7=,
DeCSSE= 222 TS j53lo] DVDA] A3tlo] Sl gsinte)
& A SEsdeluE 45T 4 s sl 1 she
= 2foltio] H4El|Rt 51, 55 MAPAo] ufea] eyEiek )
Ao 715 a7 Ella, The AE shlST} o R BaE T,
TR B3, sk 2] 7ksabA e,
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